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Mail Order
Setting up an enterprise mail system is a monumental task, especially when it involves migrating
from data based on proprietary systems to a totally new infrastructure based on open source.
But the IT team at GTL managed to do this complex task, smoothly and efficiently.
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wssaging and Inicmes services ane wical

1o the day-to-day operations of mosat

organisations. Just imagine a day
wilthout them! Ofven, communications delivered
late can lead 10 disasirous consequences. Today,
echnology provides us with & number of options
in the form of proprectary and open sounce
solutions.

Let"s take a look at how GTL has impaoved ies

miail server systems ino order 10 luture-proal them
in live with organizsational needs.

GTL Limnated is a weell-knovwn metwark
engineering and IT services company, with
branches sll over the globe, Being a
solution provider, it has invested heavily in
the lakest technology ard has been
inmovating constanaly in order to give the
st services 1o its clients. GTLs IT set-up
s entirely managed and operated in-house,

Says general manager, techinical
suppart enterprise solutions, Ashok
Fumde, “Whe plan and best every deployment
carsfully and choose the right approwch depending
o the complexity involved. Usually & simulation
is done before posting or implementing solutions
and applications. =

The GTL network covvers 21 kocations sornoss the
couniry and spans 11 internathonal locstions via
Virtual Private Networks (VPN). All major
aperations are remobely controlled through its
mmain hul located at the company’s headquaners
at Mahape, Mavi Mumnbai. 1n Ere with today’s
requirements, GTL has made provisions for it
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servioes o be available on a 24x7 basis. GTL has
alsa provided for redundancy theough its disisse
rEcoveTy oendre located al Pune.

Prios 1o migrating 1o Limux, GTL minkained
an assormment of applications amd databases for
thesir messaging and Internet services. This
inchuded the Microsall Exchange 2000 seroer
om the Windows 2000 platform 1o provide
SMTF, MO and IMAP services for 1heir
mailing requiremems.

SMTP. POP and IMAP, being crilical services,
require backup servers. Hernoe, GTL standardissd
o clastened servers with an external data storage
approach for storing mail information such as
miailboaes, mailing lists and LDAP databases. Thiv
wioidld also allow GTL 10 scale LBy T BT 1S
propcied expanEson langels.

LIAP was seen as a high-performance, OpEn-
standards solution, which would meet the
archivectural requirements of the company's mail
system services. The indtial operation had 1806
eniries, but this is expected 1o grow o over 3,500
i the msar fudure.

GTL's IT team. in consuhation with Red FHai,
conducted an IT audit of the existing mailing
indrastructure and evolved an approsch
involving an open source techeodogy hased
solution. Table | summarises network senicoes
in wse on GTL's petwork for inbernad use based
an the audit and lists the software packages
that wene proposed o provide each service
afier migration.,

Customer services and services affecting end-
user productivity have been declared critical
services. The column Lbebed 'critheal” indicates
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+hich services should have redundant
nd certified hardware in the data centre
md should be configured so that in the
vent of a service failure in the main
erver, the service would be up and
unning again from the backup server
Imost instantansously.

Tahle 1

Seivice Curremt Sotvevare Peckage  Critical
SWTF Orrad 1.03 e
ITEE Coarmrimug1.1.2 T
POP O 1.03 T
LoaF Dpoidap servers 2031273 T
File & Pl Samba 2.2 72700 L]
Fraey Soed 24 STABLEGET L]
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JNIQUE FEATURES

sy building on i3 core features of
emote adminkstration, anti-spamming
appen., messaging and security, the
aesf version of the software—

he Qmall system—could be integrated
with new open source Web calendaring
wlutions. In addition, 31
withentication palicies creale a moce
wecure method of sending and receiving
smiadl. Enhanced Wiel-hased
sdministration provides sdministratons
with the ability o view real-time server
activity, culting down on spam and
sihancing capacity planming.

Vilas Wagle. senlor manager—IT,
larifies, “Through the implementation
al the Qmadl server, we have been able
o communicate effectively and owr mail
system has become wery reliablde,
Besides, users are very pleased as they
experience faster downloading of mail
and can access their acoounts through
the Web™,

He adds, “Coming from a Microsoft
e-mail environment, end users wene
accusiomed o several featueres used in
Outlook/Exchange. 50 we fell we
needed to make as many of those
features available as possible®,

MIGRATING E-MAILS FROM
WINDOWS TO OMAIL

For this migration, new mail servers in
cluster configuration were {irs created
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The hardware/software setup at GTL

GTL hardware:
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= Dol Fowss Yoult 2208 (Snonagel
#  Dell 7450 (2 Noss IDNS]

HP - LHA [Slaww LOWF & CHATY

= Corgeq Prolised 5500 [Fraxy & Sl LDAF)
®  Pasvtaen IV iy

GTL Software:

HP - LPR ILDAF Marter & Web service & Fi & Friss)

el Fowoer edge 2580 2 Mes] jrenmng (-mad, woet sl mcpst, IMAF, FOF. Slowe LDAP)

SMTP—Omad, Cournr |WAFPOP, Asto-mcpinder, Sparm Azssasin, Qmad-scannm, Aacer 2 AY. PGP, IMP Herde,
S0P Wet perwicis, Pastwend Migraton ulbies aod 1ook; Web-based sdesnisingion - Webmsy: Proay - Sgped,
File and privt sharing—Secta Dire: tary — Dpael AP aed Nuslses Magraion pengee, »

in active-passive mode, Red Hat
Enserprise Linux A5 2.1 was deployed,
05 hardening was carrled owl amd all
the pecessary mailing solutions
consisting of QJmail, spam control and
anti-virus were deployed and tested

The migration of the entire mail
sabution revalved around two major
systems, the LDAF auhentication
systern and the mall server that
consisted of the solution fer POP, IMAF,
SMTF services, AV, qurue mansgement
and ihe mail store. Simoe meadl data and
user data is comtinually changing,
de-linking beiween LDAT and makl-stooe
migratkon processes is almost
impossible. Hence, the team had to
consider both LDAF and mail-store
raigralion as one imMegral process

Network set up ot GTL

e e e S O O

During the migration stage, i was
decided 10 clean up the maidl user data
ol any errors and bad records. 5o, the
nser data from the active ditecion was
extracied in text files and used as the
source for migration scripes. Marcover.
Perl scripts hasnd on the IMAP prolooal
were used to synchronise the data from
the old mall server o the nes mail
server as well as data from the active
directory 10 the LDAP server. In the
migration process, these Perl seripis
also transferved the wser's dana fpoam
matiboxes, including default as well as
user=specific IMAP folders,

[{The Perd scripts created mecessary
‘Maildir' stractures on the Linux-based
Qmail server along with amy wser
specific folders],
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This memdule was extended 10

migrate the passwords smoothly e the

Linuo-based LDAF database by
imteggrating soime PHP code with an
Apweche Web server. A simidlar Web
service based on S0AP protoco] was
also written on the Windows side.
The process involved reguesting
users 1o change thelr passwords
through the Web interface and
synchronising the passwond in bath
Windows amd LIMAP sylems at the
Sarme Ume Says Yilas Wagle,
*Through this prooess, we also gal
users (0 strengrhen their passwosds,”

What were the other steps
Imvedved in the process? IS quise
obwious that in the case af complex
systems, lofg management is an
mmportanmt lask. Mr Wagle zays, = We
noiled that in case cenain log fGles
grew beyorad limils, the system could
crash, To avoid such a problem, we
set up all log files to be governed
by appropriate beg file rolsting
soripis wsing standard as well as
special scripts.”

PLANNING ACTUAL MIGRATION
FROM WINS TO DNS

User Access Planning was 4 wery

iimpartant task im itself, GTL discoversd

1har the user's PO configurations
neaded a few changes.

S0 how was this donel The w=er’s

M configurations were based an the

WINS mame ressdution. The GTL team

had o change the name resodution

conliguratons on the PCs fram WINS

10 NS, making sure that all users
could spoecify hully-rusalified domain
nadtses [FODM] 10 access all mail

relaned services whether they were om

LAM o7 WAN [(lnlesmet). To achieve
this, Vilas Wagle siates, “We had 1o
condfigure a OMS server, which would
specifically resolve queries coming
from LAMN-Dased users o internal 1P
dddresses, This helped us 10 migrate
users smsothly W s new soenario
where they could access their mails
over any LAN ar WAN scamlessly
withoul having 1o change 1heir PC
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configurations when they moved
e pi. Bl cocporate LAN or WAN. <
The above configuration was
deemed necessary a8 GTL uiers
worbdwide wse various methods 1o
access malls. The access methods
inclade Web-mail wsing inarameq
Intéernel- based UHLs both pointing to
the same Web-server, PO based acocss
and the IMAP-hased access via Interned-
based and LAN-based Fully Qualified
Domain Name (FQDN].

AUTHENTICATION

Allcwing speedier access 10 the users
Was an bimportant consideration. In veew
of this, making sure that auhentication
happens quickly was neceasary.

& To have quick authentication, GTL
used multiple LIDAF shive servers
anid one master LDAP server, The
masler server was used (o update
Ay changes on the LIDVAP database
amnd multiple slave servers would
allow access o users and varicus
ather processes for authenication.

= For the slave LIWAF servers, GTL
used non-dedicared servers. I was
ensured that encagh bandwidih was
available for the replication af the
LEOAP data lrom master (o slave
servers in the smalles possible

tme. This alse ensured better
availability of the LDAP service 1o
the wsers. A scheme of [P addreses
[linked 10 FODM] was clearly
defined for ivemal as well as
external acorss and privare
sdministrative and management
airess for all sereers,

IMPORTANT STEPS TAKEN
DURING MIGRATION

A backup copy of ihe exisiing mai
server [especially the mail stoce)
wias coeded and the backup mai
Slare was uded a8 & source o
actually iransfer the user's
mailboxes, keeping the real mail
server intact, Keeping a backup of
the entire solution and imermoedise
seripts along with varkous versions
was also routing for the entire
afuration of the project.

The entire operation had 10 be
completed with zero effective
downtime for the external world
This ensured thar no incoming mel
was reecied due 10 the non-
availability of the mail server.
Hence, the GTL team had 10 sel op
a mail relay server with a
considerable memory 1o store all
the messages received umiil the

What's done at the GTL data centre?

Implementation of enterprise COM using open ssarce Sgaid
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File storage appliance
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What is a data centre?
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MEgTALIOnN PoTess was completed,
tha is, almast 18+ hours,

® I was a0 ROCCRRANY 10 make sune
that the migration scripts ran in the
b iground and wene Mol dssociabed
with any kerminal of any mMonitocing
PO s (hasl even s aooalontal
shutdawn of the PC would not
tesult in the stopping of the procoeas.
For this, in order 10 divert mail
tradfc fromm the fve Ml serves o
the relay server, the team bad to
change the priodity of the mail
excharger pecords appropriately.

Feakles being a ot work engineering.
enferprise salutions and cusiomes
manageman solutions company, GTL is
alio & Category A Interndt Servioe
Frovider [I5F) that erts high standards
bor Hsell and (88 prodiocts. This stare
with the performance of s Intenmet
connections and ¢nds with providing
e O aomands.

The bt eample of this s CTL's
own Internet network. In onder 1o
provide cusbomers with the highest
Iransminsbon fabey, the notwork is
disectly connected with critcal Intermet
interspctions Al over the globe

O ol the emecutives, Komal
Tewchandand, at the GTL data oentre is
muondest in by sppeoach when she talics
Ebout the Qi applications and the
wotlk polng on a8 the oentre. “Curnenily.
theie aie 14 Linux sorvers all over the
coundry ranning on Red Hai enterprise
Linux with warious versions. sdast of
them are Compad servers with multiple
CPib with | GB RAM ™

She farther clasifics. “Ohar Qmnadl
applicalion & wmique a8 it has support
for multiple domakns,‘virtual domadnes,
has very good Spam controd, [ viros
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scanming enabied and has a rich
Wib-user interiace. Besides, thore s a
pacch fior “Forerand Malls To' optlon
(fioe coaming wiers) that comes with
Qemail. This dovs not work by defanh.
For this pamoular pan, e moadified
the PHF code of the Omadl and made i
work. Cumently. there are many
customers on Lhis messaging setup and
ir's quite stable =

For Wb hosting i has Apache a5 3
Webrserver, Jhoss-Tomcat as an
application server and MySOL as the
alatabase To enable a mouble free
ervirocument. all muachines sie bedund
CI500 PIX firewall, wheete spam controd
I enabded and IP-based websiie hosting
i dome for enhanced security, Being a
adata centoe there is beawy Net tralfic and
thimgs povd 10 b sircamlined o borms
of handwudrh mansgement

She adds, *We make use of the
Q1500 Newllow nepart, which provides
walaable injormation about who is using
the etwork, wiat applications e
burimg s, when the etwork i utlised
and where trallic ks going on the
network. ™ There was a fTypetal case ol a
GTL customet rom Koddats whae
complained that their bandwidih was
choked and they were peiting, a very
show respodiee o The network. How
was this problem pecuified?

She says, “Afver anabysing with
Morifliow, i was found that e data
wansder was almost 2 G perr beour and

In a Nutshell

the maximum frabls was hound 10 be on
the BCAP post. Whwen the oot
blociund that poot, the petwork traldfc
was conirolbed., The customer was
happy that his services were working
perfecily and thai ihore wan 5o ko of
Dunnad iy, =

The Netflow systein fung o Lisux
wiith MySOL database and = insegrased
with awl/shell script over all the wrven
lecations. With this in place. things
moave very List with sddithonal scrpring
and cuiiomisation. For exumple, oo0e 4
miw Customed is addad, within an hor
thee script anabyaes the daza B takes the
updased database and gives a report for
the newly added customer. o the
billing hiecycle s reduced lrom 14
Bumsr's 30 O Baonat.

o Metflow technalogy optimised on
Linux efficiently provides the metering
base for a key pet of applications
et buctsmg, netwoork, traffe acoomsntiogg,
wmmm
planning. Denlal of Services (DOS)
monlioring capabilities, as well as
network mondoring for ot service
providers and sobrrprise Cuslomen.

A8 CTL has an immense labem pool, the
Company now Covirs J complete
sofrwrire poriiolio in the netwoideng.
Intermet Shd pecurily Aneas, 1ie misson ks
10 scuse the profiamilicy of fe
custosinids’ IT Investments by providing
kv e shout new techirologics 1o
ihe marker As the company’s CIO. Savio
Fumado. stabes, “For cusiomers i
benedin from their invesiments., choosing
the right solution s casentlal. Wea GTL
are consiindly inmovating. Now with
OpEn AOUI0E Wi AFT U Wi can deldiver
much mote o cur caecmed clicnts.”
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